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TR-D1120WD TR-D2B5 TR-D3123IR2v3 TR-D71T1IRTW
TR-D1140 TR-D2B5v2 TR-D3123IR2v4 TR-D7121IRTW
TR-D2121IR3v2 TR-D2B5-noPoE TR-D3122ZIR2v6 TR-D7121IRTWv2
TR-D2121IR3v3 TR-D2B5-noPoEv2 TR-D3123WDIR2 TR-D7121IRTv3
TR-D2121IR3v4 TR-D2B6 TR-D3123IR2v6 TR-D7121IRTv4
TR-D2121IR3v6 TR-D2B6v2 TR-D3141IR1 TR-D7121IRv5
TR-D212TWDIR3v2 TR-D2D2 TR-D3142ZIR2 TR-D7121IRv6
TR-D2111IR3 TR-D2D2v2 TR-D3143IR2 TR-D7141IR1
k TR-D2111IR3W TR-D2D5 TR-D3143VIR2 TR-D8111IR2
TR-D2113IR3 TR-D2D5v2 TR-D4111IRv2 TR-D8111IR2ZW
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TR-D2123IR6V3 TR-D255 TR-D4141IR1 TR-D8121WDIR2v2
TR-D2123IR6v4 TR-D255v2 TR-D4161IR1 TR-D8121IR2ZW
TR-D2123IR6V6 TR-D255-noPoE TR-D4181IR1 TR-D8121IR2Wv2
TR-D2123WDIR6 TR-D255-noPoEv2 TR-D4B5 TR-D8122ZIR2
TR-D2141IR3 TR-D3111IR1 TR-D4B5-noPoE TR-D8122ZIR2v6
TR-D2142ZIR3 TR-D3113IR2 TR-D4B6 TR-D8123ZIR3
TR-D2143IR3 TR-D3121IR1v2 TR-D4D2 TR-D8141IR2
TR-D2143IR6 TR-D3121IR1v3 TR-D4D5 TR-D9141IR2
TR-D2163IR6 TR-D3121IR1v4 TR-D451 TR-D9161IR2
TR-D2181IR3 TR-D31211R2v6 TR-D451-noPoE
TR-D2183IR6 TR-D3122WDZIR2 TR-D4S5

TR-D3122ZIR2 TR-D455-noPoE
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CHAPTER 1. INTRODUCTION
1.1 TRASSIR IP camera exterior

1.1.1 TRASSIR TR-D1120WD / TR-D1140
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External :
Audio Out Audio In
Alarm inputs/outputs
RJ-45 DC 12V
MicroSD Slot RESET button
Connector Description
DC12V 12V power supply connector.
RJ-45 LAN connector.
Audio IN Microphone Connector.
Audio OUT Speaker connector.

Alarm inputs/outputs
MicroSD Slot

Alarm inputs and outputs.

Slot for microSD memory card.

RESET Button

Reset to factory defaults.

User manual for TRASSIR IP cameras



CHAPTER 1. INTRODUCTION

E.

|
e
€]

1.1.2 TRASSIR TR-D2111IR3 / TR-D2113IR3 / TR-D2B6 / TR-D2B6v2 / TR-D4B6
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External connectors:

TR-D2111IR3 / TR-D2113IR3

TR-D2B6 / TR-D2B6v2 /TR-D4B6

Connector Description

DC12V
uUsB
LAN

12V power supply connector.
USB connector for USBHDD.

LAN connector.
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1.1.3 TRASSIR TR-D2111IR3W / TR-D2121IR3W

E.
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@

.
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CHAPTER 1. INTRODUCTION
External connectors:

] DC12V

E [UID LAN

Description
DC12V 12V power supply connector.
LAN LAN connector.
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1.1.4 TRASSIR TR-D2121IR3Wv2
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CHAPTER 1. INTRODUCTION
External connectors:

] DC12V

alm | LAN
i

Description
DC12Vv 12V power supply connector.
LAN LAN connector.
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TR-D4B5-noPoE / TR-D4B5
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1.1.5 TRASSIR TR-D2B5-noPoE / TR-D2B5-noPoEv2 / TR-D2B5 / TR-D2B5v2 /

A

(T
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CHAPTER 1. INTRODUCTION
External connectors:

] DC12V

alm | LAN
i

Description
DC12Vv 12V power supply connector.
LAN LAN connector.

User manual for TRASSIR IP cameras
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1.1.6 TRASSIR TR-D2121IR3v2 / TR-D2121IR3v3 / TR-D2121IR3v4 /

TR-D2121WDIR3 / TR-D2141IR3 / TR-D2142ZIR3 / TR-D2161IR3 / TR-D2181IR3
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External connectors:

] DC12V

[ uss

S p—"

Connector Description

DC12V 12V power supply connector.
UsB USB connector for USBHDD.
LAN

LAN connector.
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1.1.7 TRASSIR TR-D2122ZIR3 / TR-D2122ZIR3v6 / TR-D2121IR3v6
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CHAPTER 1. INTRODUCTION
External connectors:

] DC12V

(e[ I—=

0000 [

Connector Description
DC12V 12V power supply connector.
LAN LAN connector.
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1.1.8 TRASSIR TR-D2123IR6v3 / TR-D2123IR6v4 / TR-D2123IR6V6 /
TR-D2123WDIR6 / TR-D2143IR6 / TR-D2163IR6 / TR-D2183IR6
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External connectors:

TR-D2123IR6v3 / TR-D2123IR6V4 /
TR-D2123WDIR6 / TR-D2143IR6 / TR-D2163IR6 /
TR-D2183IR6

AUDIO IN

AUDIO OUT

TR-D2123IR6v6

AUDIO IN

AUDI0 OUT

Connector Description

DC12V 12V power supply connector.
LAN LAN connector.

UsB USB connector for USBHDD.
AUDIO OUT Speaker connector.

AUDIO IN Active microphone connector.
ALARM Alarm inputs and outputs.

20
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1.1.9 TRASSIR TR-D2143IR3
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)
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External connectors:

out[]] 3 ALARM
GND| || 2
IN

-

DC12V

| AUDIO IN 20000 [<[I[1

AUDIO OuT

I -
Connector Description
DC12V 12V power supply connector.
LAN LAN connector.
AUDIO OUT Speaker connector.
AUDIO IN Active microphone connector.
ALARM Alarm inputs and outputs.

22
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1.1.10 TRASSIR TR-D3111IR1/ TR-D3121IR1v2 / TR-D3121IR1v3 /
TR-D3121IR1v4 / TR-D3141IR1/ TR-D2D5 / TR-D2D5v2 / TR-D4D5
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External connectors:

TR-D3111IR1/ TR-D3121IR1v2 / TR-D3121IR1v3 / TR-D3141IR1
TR-D3121IR1v4

AUDIO IN

AUDIO ouT

TR-D2D5 / TR-D2D5v2 / TR-D4D5

] DC12V

LN : LAN 000 [+l
T

Connector Description
DC12V 12V power supply connector.
UsB USB connector for USBHDD.
AUDIO IN Active microphone connector.
AUDIO OUT Speaker connector.

Not supported on TR-D3141IR1.
LAN LAN connector.
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1.1.11 TRASSIR TR-D3113IR2
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External connectors:

] DC12V

" USB

S —"

Connector Description

DC12V 12V power supply connector.
UsB USB connector for USBHDD.
LAN

LAN connector.

26 User manual for TRASSIR IP cameras
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1.1.12 TRASSIR TR-D3121IR2v6

E.

e
@

e

,ll/

I

-
)
]
—

External connectors:

DC12V
I:E [UE' LAN 0000 1
Connector Description
DC12Vv 12V power supply connector
LAN LAN connector.
User manual for TRASSIR IP cameras
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1.1.13 TRASSIR TR-D3122ZIR2

/ .E\

%‘

External connectors:

DC12v

—

Reset

N 000 [

IIIIII>

I>

(el =

Connector Description

DC12V 12V power supply connector.

Reset Hardware settings reset (see section 2.6).
LAN LAN connector.

28
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1.1.14 TRASSIR TR-D3122WDZIR2 / TR-D3142ZIR2

%

/

=
= =
-

@
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External connectors:

] DC12V

" USB

S —"

Connector Description

DC12V 12V power supply connector.
UsB USB connector for USBHDD.
LAN

LAN connector.
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1.1.15 TRASSIR TR-D2D2 / TR-D2D2v2 / TR-D3123IR2v3 / TR-D3123IR2v4 /
TR-D3123WDIR2 / TR-D3143IR2 / TR-D4D2
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External connectors:

TR-D31231R2v3 / TR-D3123IR2v4 / TR-D3123WDIR2 /
TR-D3143IR2

TR-D2D2 / TR-D2D2v2 / TR-D4D2

Connector Description
DC12v
USB
LAN

12V power supply connector.
USB connector for USBHDD.

LAN connector.

32 User manual for TRASSIR IP cameras
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1.1.16 TRASSIR TR-D3122ZIR2v6 / TR-D3123IR2v6

B

TRASSI]

I

S =0
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External connectors:

TR-D3122ZIR2v6 TR-D3123IR2v6

AUDIO IN

AUDIO OUT

Connector Description

DC12v 12V power supply connector.
AUDIO IN Active microphone connector.
AUDIO OUT Speaker connector.

LAN LAN connector.
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1.1.77 TRASSIR TR-D3143VIR2

"
I@
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External connectors:

ouT 3 ALARM
GND 2
IN

-

DC12V

| AUDIO IN =000 <11

AUDI0 OUT

i :
Connector Description
DC12V 12V power supply connector.
LAN LAN connector.
AUDIO OUT Speaker connector.
AUDIO IN Active microphone connector.
ALARM Alarm inputs and outputs.

36

User manual for TRASSIR IP cameras



CHAPTER 1. INTRODUCTION

E.

|
e
€]

1.1.18 TRASSIR TR-D4111IR1v2 / TR-D4121IR1v2 / TR-D4121IR1v3 /

TR-D4121IR1v4 / TR-D4121IR1v6 / TR-D4141IR1/ TR-D4161IR1/ TR-D4181IR1
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External connectors:

DC12V

| AUDIQ IN =00 |-l

AUDIO OuT
I3 -
Connector Description
DC12V 12V power supply connector.
LAN LAN connector.
AUDIO OUT Speaker connector.
AUDIO IN Active microphone connector.

Not supported on TR-D4121IR1v4.

38
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1.1.19 TRASSIR TR-D7111IRTW / TR-D7121IRTWv2

Power

Status
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External connectors:

4 @/P

A 1
ﬁ | /
sD LAN L]
| H>
1 12V
°© '3
o
)
{ MicroSD Slot
LAN
RESET Button
DC 12V
Connector Description
LAN LAN connector.
DC12v 5V DC / 12VDC power connector (depending on the camera model).
RESET button Button to reset camera settings to factory defaults.
MicroSD Slot Slot for microSD memory card.

40
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1.1.20 TRASSIR TR-D7121IRTW / TR-D7121IR1v3 / TR-D7121IR1v4 /
TR-D7121IR1v5/ TR-D7121IR1v6 / TR-D7141IR1
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External connectors:

4 @/P

A 1
ﬁ | /
sD LAN L]
| H>
1 12V
°© '3
o
)
{ MicroSD Slot
LAN
RESET Button
DC 12V
Connector Description
LAN LAN connector.
DC12v 5V DC / 12VDC power connector (depending on the camera model).
RESET button Button to reset camera settings to factory defaults.
MicroSD Slot Slot for microSD memory card.

42

User manual for TRASSIR IP cameras



CHAPTER 1. INTRODUCTION

e
@

1.1.21 TRASSIR TR-D8111IR2 / TR-D8121IR2v2 / TR-D8121IR2v3 /

TR-D8121IR2v4/ TR-D8121WDIR2v2 / TR-D8141IR2 / TR-D255-noPoE / TR-
D2S5-noPoEv2 / TR-D2S5/ TR-D2S5v2 / TR-D4S55-noPoE / TR-D4S5
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External connectors:

TR-D8111IR2 / TR-D8121IR2v2 / TR-D8121IR2v3 /
TR-D8121IR2v4/ TR-D812TWDIR2v2 / TR-D8141IR2

TR-D2S5-noPoE / TR-D2S5-noPoEv2 /TR-D2S5 /
TR-D2S5v2 /TR-D4S5-noPoE / TR-D4S5

Connector Description

DC12v 12V power supply connector.
usB USB connector for USBHDD.
LAN

LAN connector.
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1.1.22 TRASSIR TR-D8111IR2W / TR-D8121IR2ZW
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W
W

External connectors:

DC12V

I3

i

LAN JuigRilil
Connector Description
DC12v 12V power supply connector.
LAN LAN connector.
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CHAPTER 1. INTRODUCTION

1.1.23 TRASSIR TR-D8121IR2Wv2

A
A
/
L

External connectors:

DC12V

[ [I—=

0000 J=1{1

Connector Description
DC12v

12V power supply connector.
LAN

LAN connector.
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1.1.24 TRASSIR TR-D251/ TR-D251v2 / TR-D251-noPoE / TR-D2S1-noPoEv2 /
TR-D4S51/ TR-D4S1-noPoE

External connectors:

DG12V

e

Connector Description
DC12V 12V power supply connector.
LAN

LAN connector.
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1.1.25 TRASSIR TR-D8121IR2v6 / TR-D8122ZIR2 / TR-D8122ZIR2v6

External connectors:

DC12V
S T Law :0000 1]
Connector Description
DC12V 12V power supply connector.
LAN LAN connector.
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1.1.26 TRASSIR TR-D8123ZIR3
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CHAPTER 1. INTRODUCTION

External connectors:

] DC12V

i usSB

S —"

Connector

Description
DC12v 12V power supply connector.
usB USB connector for USBHDD.
LAN

LAN connector.
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1.1.27 TRASSIR TR-D9141IR2 / TR-D9161IR2

E.

e
@
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External connectors:

ouT 3 ALARM
GND 2
IN

-

DC12V

| AUDIO IN =000 <11

AUDI0 OUT

i :
Connector Description
DC12V 12V power supply connector.
LAN LAN connector.
AUDIO OUT Speaker connector.
AUDIO IN Active microphone connector.
ALARM Alarm inputs and outputs.
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1.2 Safety instructions

Please, read this manual before connecting and setting up your IP camera.

Check the conformity of the input voltage with the passport details and make sure that the
power source is operatig properly.

Use network filters or UPS to increase the reliability of the IP-camera, protect against
voltage drops, and ensure uninterrupted power supply.

Do not expose the IP camera to high pressure, shaking, mechanical shock, or strong
electromagnetic radiation. Avoid installing the equipment on surfaces subject to
vibrations, as this may damage it. When transporting, the IP camera must be placed in its
original packaging or packaging the device safety.

Do not touch the sensor module. If necessary, use a clean cloth with a small amount of
ethanol. The operation of the sensor may be disrupted by the laser ray, so when using any
laser equipment, make sure that the rays do not hit the surface of the matrix. Do not aim
the camera at the sun or very bright areas. This can lead to loss of image clarity, and can
significantly shorten the life of the sensor module.

Do not expose the camera to extremely high or low temperatures (you can see the
specification in the device datasheet).

Do not use the device in dirty rooms with high humidity, as this may result in a fire or an
electrical short circuit. Free air exchange is required for proper camera operation.

Do not expose the equipment to direct sunlight. Do not place it near heat sources such as
a stove, heater or radiator (it may result in fire).

The IP camera mounted on a wall or ceiling must be securely fixed.

If case of IP camera malfunction, contact your supplier or the nearest service center. Do
not attempt to repair the camera by yourself. (The manufacturer declines the warranty
obligations for damages resulting from unauthorized repairs or maintenance.).
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1.3 Warranty obligations

The warranty period depends on the camera model

2 years

TR-D2111IR3
TR-D2113IR3
TR-D2121IR3v4
TR-D2121IR3W
TR-D2123IR6v4
TR-D2B5
TR-D2B5v2
TR-D2B5-noPoE
TR-D2B5-noPoEv2
TR-D2B6
TR-D2B6v2
TR-D2D2
TR-D2D2v2
TR-D2D5
TR-D2D5v2
TR-D2S1
TR-D2S1v2
TR-D2S1-noPoE
TR-D2S1-noPoEv2
TR-D2S5
TR-D2S5v2

The warranty obligations are valid from the date of sale of the IP

TR-D2S5-noPoE

TR-D2S5-noPoEv2

TR-D3111IR1
TR-D3113IR2
TR-D3121IR1v2
TR-D3121IR1v3
TR-D4111IR1v2
TR-D4B5
TR-D4B5-noPoE
TR-D4B6
TR-D4D2
TR-D4D5
TR-D4S1
TR-D4S1-noPoE
TR-D4S5
TR-D4S5-noPoE
TR-D7111IRTW
TR-D7121IRTW
TR-D8111IR2
TR-D8111IR2W
TR-D8121IR2ZW

5years

TR-D1120WD
TR-D2121IR3v2
TR-D2121IR3v3
TR-D2121IR3v6
TR-D2121WDIR3
TR-D2121IR3Wv2
TR-D2122ZIR3
TR-D2122ZIR3v6
TR-D2123IR6v3
TR-D2123IR6V6
TR-D2123WDIR6
TR-D2141IR3
TR-D2142ZIR3
TR-D2143IR3
TR-D2143IR6
TR-D2161IR3
TR-D2163IR6
TR-D2181IR3
TR-D2183IR6
TR-D3121IR1v4
TR-D3121IR2v6
TR-D3122ZIR2
TR-D3122ZIR2v6

TR-D3122WDZIR2

TR-D3123IR2v3
TR-D3123IR2v4
TR-D3123IR2v6

consumer and throughout the entire warranty period

If the IP camera malfunctions during the warranty period, you are entitled to request a free

repair, except for non-warranty cases, in DSSL Service Center.

The warranty is void if the cause of the malfunction of the IP camera is:

¢ intentional corruption;

* & o o

power outages;

mechanical damages.

fire, flood, or any other natural disaster;

TR-D3123WDIR2
TR-D3142ZIR2
TR-D3143IR2
TR-D3143VIR2
TR-D4121IR1v2
TR-D4121IR1v3
TR-D4121IR1v4
TR-D4121IR1v6
TR-D4141IR1
TR-D4161IR1
TR-D4181IR1
TR-D7121IR1v3
TR-D7121IR1v4
TR-D7121IR1v5
TR-D7121IR1v6
TR-D7121IRTWv2
TR-D7141IR1
TR-D8121IR2v2
TR-D8121IR2v3
TR-D8121IR2v4
TR-D8121IR2v6
TR-D8121WDIR2v2
TR-D8121IR2Wv2
TR-D8122ZIR2
TR-D8122ZIR2v6
TR-D8141IR2v2
TR-D9161IR2

camera to the final

violation of technical requirements for placement, connection and operation;
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CHAPTER 2. TRASSIR IP CAMERA CONNECTION

2.1 System requirements

To start working with the TRASSIR IP camera, you need a PC connected to the local
network:

¢ on Windows, Mac OS, Linux etc.;

+ having Google Chrome, Motzilla Firefox, Safari or any other web browser installed.

2.2 Local network connection

Depending on the model, you can choose one of the following options to connect the IP
camera to the local network:

& using a network cable (you can check the description on the connectors in section
1.1)

¢ using a network cable to any network equipment with the support of PoE
technology;

& to WiFi wireless network (read the configuration description in 3.3.3.3), if it is
supported by camera.

NOTE.

It is not recommended to use switches, injectors and other PoE power supplies that use
the Passive PoE standard to power up the cameras.
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CHAPTER 2. TRASSIR IP CAMERA CONNECTION

2.3 IP address configuration

NOTE.

In order to connect to IP camera, you PC should be in the same local network with the
camera. You can read a detailed description of the PC settings sequence in Supplement A.

The following network settings should be configured on the IP camera by default:
¢ |P address: 192.168.1.188;
¢ Subnet mask: 255.255.0.0;
¢ Gateway: 192.168.1.1;
¢ HTTP port: 80;
¢ user name: admin;
& password: admin.
The example of the network settings:
¢ [P address: 192.168.1.10;
¢ Subnet mask: 255.255.0.0.

Start the web browser and try to connect to the IP camera. To do this, type in
http://192.168.1.188 into the address bar and press Enter.

Enter user name and password to access web interface (see section 3.1). after that change
the IP camera network settings (see section 3.3.3.1).

NOTE.

If you failed to get access to the IP camera, check you firewall settings and try again.

If the IP address of the camera differs from the default settings, then use the IPCManager
utility (see section SUPPLEMENT F. IPC MANAGER).
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2.4 Connecting to the IP camera via the Internet

There are several options to access IP camera via the Internet:

¢ The Internet service provider provides an actual static IP address.

In this case, the provider grants the subscribe a list of network settings: IP address,
subnet mask, gateway and DNS server IP address, or PPPoE connection details, which
should be specified in the camera settings. Using such a network organization, it is
impossible to use an external IP address to connect to several network devices at
once, that is, it will be possible to connect to only one IP camera at a time.

NOTE.

A static camera IP address and other required parameters are specified in the network
settings (see 3.3.3.1).

See PPPoE settings description in 3.3.3.5.

¢ The Internet service provider allocates an actual external static IP address, which is

used to connect to an office or home network.

In this case, to organize the local network, a special device is used - a router (or a
NAT server). To access the IP camera from the Internet, you should configure
forwarding of the incoming connections from the router (NAT server) to the internal
local addresses of IP cameras.

NOTE.

See detailed router settings description in «SUPPLEMENT D. Router settings»

¢ The Internet service provider allocates an actual external dynamic IP address. That is

upon connection to the Internet the IP address will be different each time. This
variant is very common when working through 3G, GPRS or ADSL connection.In thi
case you should use DDNS server options.

NOTE.

See description of DDNS server in IP camera in 3.3.3.1.
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2.5 Confguring ActiveX for Internet Explorer

If you use the Internet Explorer browser to get image from the IP camera, check your
ActiveX settings before gaining access to the IP camera web interface (see section 3.1).

Open the General tab of the Internet Explorer options. Press Settings in the Browsing
History settings group. Select Everytime | visit the webpage in Check for newer versions of
the stored page parameters group in Website data settings window.

Internet Options ? bt

General Security Privacy Content Connections Programs —Advanced General Seawity Privacy Content Cornections Programs Advanced

Home page

— Home page

(? To create home page tabs, type each address on its own line. Website Dats Settings ? X

=5
Temporary Internet Fies  Hstory  Caches and databases
Inbernet Explorer stores copies of webpages, images, and media
for Faster viewing later,

Use current Use default Use new tab
Chick: for newer varsions of stored pagea:
Startup

() Every bme [ visit the webpage

() Every tme [ gtart Intermet Explorer
() Automaticaly

(2 Never

[isk: space o use (5-1024948)
(Recommended: 50)-250M8)

() start with tabs from the last session
(®) Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

| files, hi ki d d; d web Cunent lacation:
Enerrih;fb::l:np:é':r:y es, history, cookies, saved passwords, and wel c:y ta\LocalMicrosoftiu =Ie \

[]Delete browsing history on exit

Delete... mhé Move foider... View objects View files
Appearance

Cancel
Colors Languages Fonts Accessibility L . E— JE—

Cancel Apply
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Open the Security tab, select the Internet area and press the Custom level... button. Select
Prompt in Download unsigned ActiveX components.

Internet Options 4 X Internet Options

General Security Privacy Content Connections Programs Advanced | Security Settings - Internet Zone >

Settings
Select a zone to view or change security settings.

(@ Enable A
. @ J ® |¢| Display video and animation on a webpage that does not use

Local intranet  Trusted sites  Restricted @ Disable
sites (O Enable
|#| Download signed ActiveX controls
Internet Sitesg (O Dpisable
q This zone is for Internet websites, = O Enable (not secure)
except those listed in trusted and
restricted zones. (® Prompt (recommended)

19| Downioad Unsigned ACOVER contors
(O Disable {recommended)

Security level for this zone
v (O Enable (not secure)

Allowed levels for this zone: Medium to High Qw_g
Medium—hjg\h _ || Initialize and scipt ActiveX controls not marked as safe for s
- Appropriate for most ‘NEb_E“bES ) (® Disable (recommended)
- - Prompts before downloading potentially unsafe O Enable {not secure)
content w
- Unsigned ActiveX controls will not be downloaded < Sl 3

Enable Protected Mode (requires restarting Internet Explorer) *Takes effect after you restart your computer

Custom level... * Default level Reset custom settings

Resetto: | Medium-high (default) ~ Reset...
Reset all zones to default level

o
Cancel Apply oK Cancel

Apply

Press OK in all opened windows to save the changes.

WARNING!

In case the image is absent in the preview window (see section 3.2) of the web interface
(see section 3.1) it means ActiveX plugin is not installed. Internet Explorer will offer to
download and install ActiveX plugin.

You should run the browser as Administrator to save some settings of the IP camera web
interface.

NOTE.

You can download ActiveX plugin from www.dssl.ru.
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2.5.1Removing Active-X components

Use CleanTool app to remove the downloaded ActiveX components.

NOTE.

You can download CleanTool on www.trassir.com.

Close the Internet Exlorer browser and start CleanTool. The utility will perform all other
actions without user participation. Upon completion, the utility will automatically close.
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2.6 Reset IP camera settings

WARNING!

Hardware reset of IP camera should be performed only in case resetting to factory
defaults does not help. (see section 3.3.2.3)

In order to reset IP camera settings follow the next steps:
1. Power the camera on.
2. Press the RESET button (see 1.1) and hold for 10 sec.
3. Release the button. The camera will restart.
4

. Try to connect to the IP camera (see 2.3)
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CHAPTER 3. TRASSIR IP CAMERA CONFIGURATION

3.1 Gaining access to IP camera web interface.

In case you know IP camera IP address and port, then start Internet Explorer and enter
http://<ip>:<port> into the address bar (where <ip> is a camera IP address and <port> is a
value of http port). After that press Enter.

NOTE.

If the <port> is 80, you can omit it. Just enter http://<ip> into the address bar. E.g.,
http://192.168.1.188.

NOTE.

You can see the description of the IP camera network settings in 3.3.3.1.
Default values:

IP address: 192.168.1.188

Port: 80

In case of successful connection you will see a user authorization window:

| Signin
http://172.16,13.50
Your connection to this site is not private

Username

Password

Enter user name and password and press OK.
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NOTE.

The default setting is described in 3.3.7.1.

Default values:
User name: admin
Password; admin

Upon successful authorization, the IP camera setup menu will open in Internet Explorer.

WARNING!

We recommend to change the administrator password (see 3.3.7.1) and the camera IP
address (see 3.3.3.1) upon the first connection to the IP camera web interface.

WARNING!

If there is no image from camera check your ActiveX settings in Internet Explorer (see 2.5).
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~ Main menu Additional tabs
System

o System

* Network Time  Systeminfo  Maintenance ~ Alarm  System Status

® Video & Audio
Firmware version: [PCAM V2.61.180130
® Storage

Hardware Version: 600108006-BV-H0806
® Event
Onvif Version: 2.6

* Security

MAC Address: f0:23:b9:47:3eice

Serial Number: D3122WDZIR2M07Z0C1910106

[OFA0
OOk
Settings menu / Settings area

Setting Description
Main menu IP camera main menu.
Settings menu IP camera basic settings buttons.
Additional tabs IP camera settings tabs.
Settings area Click the tab to open.

This area lets you perform basic actions to configure your camera.
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3.2 Preview menu

This menu lets you check and configure parameters of the camera video.

Press Preview to open the menu.

Main menu Current video settings Web interface language

.
TRASSI= O _preview B _settings : :Iwnguase=|

|V\dco Stream Config : [ Bandwidth First V| Video Stream :[Main Stream | |

©Qeoactni

/ Controls / Current video /mage settings menu

Setting Description

Menu menu Main IP camera menu
Web interface language Select the web interface language: English / Pycckuii.

Current video settings  Parameters of the video displayed in current window (see 3.2.1).Real-time video
image transmitted by the camera.

Current video Real-time video image transmitted by the camera.

Image settings menu Context menu to manage image and video settings (see 3.2.2).

User manual for TRASSIR IP cameras 65



E.

CHAPTER 3. TRASSIR IP CAMERA CONFIGURATION

Setting Description
Controls IP camera video controls:
Playback/Pause
©
Save snapshot
=
Full screen
&
Zoom area
3N
Start/ stop recording
Ch
2 Enable two-way audio communication
Sound on/off
¥
= Adjust volume
—u
NOTE.

Image settings and controls menu are available only in Internet Explorer.

Use Image settings to customize the image in any other browser (see section 3.3.4.3).
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3.2.1 Current video settings menu

This menu allows selecting the video stream transmitted by camera and set the preview
window size.

Video Stream Config : Video Stream :
Setting Description
Channel

Select the transmitted stream: Main Stream] or Sub Stream.

Read more about the stream settings in 3.3.4.2.2
Video Stream Config Select one of the video stream configurations:

Quality First —video transmission with the highest possible quality.

Bandwidth Quality Balance —video transmission with average quality and
average speed.

Bandwidth First —video transmission with highest possible speed.

Mobile Devices - image transmission with the quality sufficient to be viewed on
mobile devices.
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3.2.2 Image settings menu

Right click on the image to open the menu.

" Play
Snapshot
Full Screen
Stretch
Start Record
Area Zoom
VideoSet [
W-H Ratic

Settings

NOTE.

This menu is available only in Internet Explorer browser.

If you use another browser, use the Settings tab to configure the image (see section
3.3.4.3).

This menu contains the same commands as the control menu. However, by selecting
Video Set in the context menu, you can change the parameters of the video image
displayed in the window.
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The image settings consist of the following tabs:

¢ Image
Video Set X
Image | Day And Night] Metering l Whiter Balancel Exposurel Shutter |4 | ¥ |
saturation Jl 50
0 100
Erightness Jl 50
0 100
Sharpness _E 50
0 100
contrast Jl 50
0 100
Default Set Save Reset
Setting Description
Saturation The saturation of the image.
The higher the value is, the more colorful is the image transmitted.
Brightness The brightness of image.
The higher the value is, the brighter is the transmitted image.
Sharpness The sharpness of the image.
The higher the value is, the sharper is the transmitted image.
Contrast The contrast of the image.

The higher the value is, the more contrasting is the image transmitted.
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¢ Day & Night

Video Set

Image Day And Night lMetering l Whiter Balance Exposure] Shutter 4

*

DayMightMode Auto j
Default Set Save Reset
Setting Description
DayNightMode

Enable/disable black and white mode:

Auto — automatic switching on of the B/W mode, depending on the
illumination level of the shooting area;
Color — B/W mode is off;

Black and White — B/W mode is off.
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& Automatic Iris

Video Set

TRASS]

€]

X
Imagel Day And Night Automatic Iris | Metering | Whiter Balancel Exp 4 | ’l

Iris control v
Default Set Save Reset
Setting Description
Iris control

Enabling/disabling automatic aperture control.

Attention! Not supported on these IP camera models
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¢ Metering
*
Image | Day And Night Metering | Whiter Balance] Exposure] Shutter |4 | * .
Meter Mode Global j

Default Set Save | Reset
Setting Description
Meter Mode Method of the exposure determining:

Global —full frame;

Center —central point.

& Whiter Balance

p
Day And Night | Metering Whiter Balance l Exposurel Shutler] Mirror | 4 | ¥ l

Whiter Balance Auto j

Default Set Save Reset
Setting Description
Whiter Balance The parameter changing the white balance depending on the lighting conditions

of the shooting area: Auto, Outdoors, Indoor, Fluorescent lamp or Manual.
Red Gain Red color enhancement when using manual white balance detection mode.
Green Gain Green color enhancement when using manual white balance detection mode.
Blue Gain Blue color enhancement when using manual white balance detection mode.
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¢ Exposure
Video Set *
Day And Night] Metering l Whiter Balance Exposure ‘ Shutter] Mirror | 4 | ¥
BLC  |Disable |
woR -
Default Set | Save Reset
Setting Description
BLC Enable/disable back light compensation option on video.
WDR Enable/disable software wide dynamic range extension (WDR).
This feature is effective when taking pictures in complex lighting conditions,
when it is necessary to distinguish the object against the background of a light
source (for example, the face of a person against the background of a window
illuminated by sunlight).
¢ Shutter
Video Set X
Day And Nightl Metering ] Whiter Balance | Exposure Shutter l Mirror | 4 | ¥ |
Max Shutter 1/25(50h2)1/30(60hz) j
Default Set Save Reset
Setting Description
Max Shutter IP camera maximal shutter value.
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¢ Mirror
Video Set *
Expaosure | Shutter Mirror INoise l Advanced Settings AL
Mirror Mone j
Default Set Save Reset
Setting Description
Image Mirror Image mirroring.
None —mirroring is off.
Vertical —vertical mirroring;
Horizontal —horizontal mirroring;
Horizontal Vertical —horizontal and vertical mirroring.
¢ Noise
Video Set *
Metering | Whiter Balance Expcrsure] Shuﬂerl Mirror Moise lAdvanc 4/
: |
Denoise i 50
0 100
Default Set Save Reset
Setting Description

Noise Reduction This setting allows you to reduce the image noise level in poor lighting

conditions in the shooting area.
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E.

3.3 "Settings” menu

3.3.1 “Basic settings" menu

Press Basic Settings button to open.

Basic Settings

a 5
Time Users TCP/IP Port
o, - 4
Audio Video Stream System Maintenance
TRASSIR

The default parameter is the device's optimal setting for most applications.
You may modify the settings based on your reference.
For detailed information, please refer to the manual included with the device.

This menu contains shortcuts to the main IP camera features and parameters:

L 4

* ¢ & 6 6 o o

Time —P camera date and time settings (see section 3.3.2.1);

Users —configuration of access to IP camera (see section 3.3.7.1);

TCP/IP —configuration of the camera network interface (see section 3.3.3.1);
Port —network ports used by IP camera ( see section 3.3.3.2);

Audio —audio stream configuration ( see section 3.3.4.1);

Video Stream —video stream configuration ( see section 3.3.4.2);

System —check IP camera system info (see section 3.3.2.2);

Maintenance —P camera service maintenance (see section 3.3.2.3).
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3.3.2 "System” menu

Press System button to open.
The menu consists of the additional tabs which allow you to:
# Time —configure IP camera date and time (see section 3.3.2.1);
System Info —check IP camera system info (see section 3.3.2.2);

.
& Maintenance —provide IP camera service maintenance (see section 3.3.2.3);
& Alarm —configure alarm inputs/outputs ( see section 3.3.2.4);

.

System Status —check current system status ( see section 3.3.2.5).
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3.3.2.1 "Time" tab

Open the Time tab in the additional menu to set up IP camera date and time.

Time System info Maintenance Alarm Systemn Status

© Date & Time

Date: |2021-04-16

Time: |19:58:53

¢ Device Time Settings

Time zone: |GMT+08(Beijing, Hong Kong, Shanghai)
DST adjusted automatically

Time Mode: (CSync with PC Time
Date: [2021-04-16 | Time: [14:5854 |

@Sync with NTP Server Time

NTP Server: |pool.ntp.org Port: 123 Interval :

Hour
(CManually Set
Date: |2021-04-16 Time: |19:54:17

The Date & Time block displays date and time set on IP camera.

Configure values in the Time zone setting in Device Time Settings block to set up the time
zone of the IP camera.

The IP camera also features daylight saving time. In order to activate it, set
DST adjust automatically flag.

NOTE.

Daylight saving time is not used in Russian Federation.
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¢ Sync with PC Time

The data from the PC on which the IP camera is configured will be downloaded into
the Date and Time fields.

¢ Sync with NTP Server Time
Specify data to connect to NTP server in NTP Server and Port fields. Select the time

period, in hours, after which the time will synchronize on IP camera in the Interval
field.

¢ Manual Set
Enter current date and time into the Date and Time fields.

Press Save to save the changes.
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3.3.2.2 “System info" tab

Open the System Info tab in the additional menu to check the system information.

Time System info Maintenance Alarm System Status

Firmware version: IPCAM_V2.61.180130
Hardware Version: 600108006-BV-H0806
Onvif Version: 2.6
MAC Address: f0:23:b9:47:3e:ce

Serial Number: D3122WDZIR2M07Z20C1910106

=] I;I:_‘
EF -\...3
Setting Description
Firmware version IP camera firmware version.
Hardware version IP camera hardware version.
Onvif version ONVIF protocol version.
MAC address IP camera MAC address.
Serial Number IP camera serial number as a set of symbols and a QR code.
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3.3.2.3 "Maintenance” tab
Open the Maintenance tab in the additional menu.
Time System info Maintenance Alarm System Status

& Maintenance

Reboot the device
Reset all of the parameters except IP to default settings
Restore all of the parameters to factory settings

@ Upgrade

Current model: TR-D2122ZIR3v6 (Please select the correct firmware)

Locate the upgrade file: || Browse H Upgrade |

Note:

1. If the upgrade failed, please inspect camera connection and check if the correct upgrade file has been
selected.

2. Do not POWER OFF the unit while upgrading. The unit will reboot during the upgrade process, the
process will take roughly 1 - 10 minutes.

e General

Device Name: ‘TR—D2‘I 227IR3v6

AF LENS Initiallization: [
[ e |

Press the corresponding button in the Maintenance block to:
¢ Reboot —reboot IP camera;

o Default —reset all IP camera settings except for the network (section 3.3.3.1) to
factory default;

¢ Restore —reset all IP camera settings to factory default, including network.

In order to update the IP camera software (firmware), click the Browse button in the
Upgrade block and specify the software file. Click the Upgrade button to start
downloading the file.

WARNING!

The use of unofficial camera update software may result in a denial of the warranty
service.

WARNING!

Do not update the camera software unless absolutely necessary.
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The update may take several minutes.

Do not turn off the power or reboot the device during the update process.

Specify the name of the IP camera that will be displayed when it is detected in the local
network in the General block of the Device Name. For PTZ cameras, set the
AF LENS Initialization flag to check the lens operation and initialize the lens settings when
the camera is turned on.

Press Save to save the changes.
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Open the Alarm tab in the additional menu in order to customize the alarm
inputs/outputs.

Time System info Maintenance Alarm System Status

Note:The device doesn't support this function
@ /O Alarm

Alarm input number: 0

Alarm output number: 0

¢ Alarm List:

Interface Name: Alarm Input
Trigger level: High v

Alarm output level: High v

@ Current status 1/0:

Input: Low v

Qutput Low v

The 1/0 Alarm group contains information on the amount of alarm inputs and outputs.

The Alarm List group defines the statuses of the camera alarm inputs/outputs that will
correspond to an alarm event.

Setting Description
Interface Name The event name displayed in the event log.
Trigger level High —an alarm event will occur when the 5V voltage is applied to the

contacts of the alarm input.
Low —an alarm event will occur when the 5V voltage at the alarm input
contacts disappears.

Alarm output level High —if an alarm event occurs, up to 5V will be applied to the alarm output
contacts.
Low —if an alarm event occurs, the alarm output contacts will be deenergized.

You can see the description of the settings of the alarm events to be performed by the
camera when an alarm input is triggered as well as the events that trigger an alarm output
in section 3.3.6.1.
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The current state of alarm inputs/outputs is determined in the Current status 1/O group.
Setting Description

Input High —5V voltage is applied to the alarm input contacts.
Low —there is no voltage on the alarm input contacts.

Output High —when this state is selected, up to 5V voltage will be applied to the
alarm output contacts.

Low —when this state is selected, the alarm output contacts will be de-
energized.

Press Save to save the changes.
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3.3.2.5 “System status” tab

In order to check the system status open the System Status tab in the additional menu.

Time System info Maintenance Alarm System Status

@ System Overview

Hardware Version: 600108006-BV-H0806
Serial Number: D3122WDZIR2M07Z0C1910106
IP: 172.16.13.73(dynamic)
Date & Time: |2021-04-16 20:50:34
Uptime: 27:24:31
Time mode: Sync with NTP Server Time

CPU: 0%

@ System Status

Service System Status
Video: Enable
Audio: Enable
FTP: Enable
UPnP: Enable
RTSP: Enable
Record: Enable
Snapshot: Enable
TCP: Enable
DDNS: Disable

Onvif: Enable

The System Overview block displays system information and some IP camera settings
values.

The System Status block displays information on some IP camera features statuses.
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3.3.3 “Network" menu

Press Network to open the menu.

The menu consists of the additional tabs which allow you to:

L 4

TCP/IP —check and configure camera network interface parameters (see section
3.3.3.1);

& Port —select network ports that will be used by IP camera (see section 3.3.3.2);

*

* & o o

WIFI —configure IP camera wireless network connection parameters (see section
3.3.3.3);

FTP —configure connection with FTP server (see section 3.3.3.4);
PPPoE —configure connection with IP camera on PPPoE protocol (see section 3.3.3.5);
SMTP —configure parameters for sending IP messages by email (see section 3.3.3.6);

UPnP —configure UpnP service parameters and IP camera network port forwarding
(see section 3.3.3.7);

& RTSP —configure RTSP data transfer (see section 3.3.3.8).

& Trassir Cloud —configure camera connection to TRASSIR Cloud cloud service (see

section 3.3.3.9).
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3.3.3.1“TCP/IP" menu
Open TCP/IP tab in the Network settings menu to change current network settings.
TCP/IP Port WIFI FTP PPPoE SMTP UPnP

RTSP Trassir Cloud

@ Basic Network Status

Current network settings:

@ Network Settings
@® DHCP

O Use Static IP
IP address: 10.13.12.88 Test
Subnet mask:  255.255.0.0
Gateway: 10.13.0.1
Primary DNS: 8,888

Secondary DNS:

MTU: [500..1500]

© DDNS Settings

DDNS:

WARNING!

We strongly recommend to change the camera IP address on the first connection to the IP
camera web interface.
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Press the View button in the Basic Network Status area in order to check IP camera
network interfaces statuses.

Current network settings

[
® Basic Network Status

IPv4 address: 172.16.13.73
| Subnet mask: 255.255.255.0
IPv6 address:
IPv4 Default Gateway: 172.16.13.1
IPv6 Default Gateway:
Domain:
Primary DNS: 172.16.2.1
Secondary DNS:

NTP Server: peol.ntp.org

& WIFI Status:

Connection Status: Disconnected

Current IP:

Close

The Network Settings area lets you configure the following network parameters:

Setting Parameter

DHCP Configure network interface using DHCP-server.

Use Static IP Configure network interface manually.
Other parameters are specified for the selected setting option.

IP address The IP address that will be used when accessing the IP camera. Press Test the
button to check the availability of the selected IP address.

Subnet mask Mask of the subnet to which the IP camera is connected.

Gateway The IP address of the proxy server if a gateway is used to connect to another
network (for example, the Internet).

Primary DNS Main DNS server address.

Secondary DNS Alternate DNS server IP address.
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Be cautious when using a DHCP server to configure IP camera network settings. Since the
DHCP server assigns the camera the first free IP address.

If there is no DHCP server in the local network, the camera will be assigned an IP address
of the following type:169.254.x.x.

You can use DDNS server to connect to IP camera. In order to configure connection to
DDNS server press Set in the DDNS Settings area.

NOTE.

Prior to the configuration you should register on DDNS service providing web site and
receive all required parameters.

DDNS Settings

Server Type:
Hostname: |:|
Username: l:l
Password: l:l
Update interval: Min[1...10]

Enable: []

Save Cancel

Setting Parameter

Server Type DDNS server type.

Server Domain The name selected when registering on a DDNS server.

User name User name registered on DDNS server.

Password Password received on DDNS server.

Update interval Connection update interval, from 1to 10 minutes.

Enable Set the flag to use the selected settings to connect to IP camera.

Press Save to save the settings.
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3.3.3.2 “Port" tab

In order to configure networks ports used to access IP cameras features open the Port tab.

TCP/IP Port WIFI FTP PPPoE SMTP UPnP RTSP Trassir Cloud

@ Port Settings

HTTP Port: [80 x 6

5535, default is 80]

65535, Default is 554]

| 0-
RTSP Port: [554 | o
| 063

TCP Port : ‘6000 5535, Default is 6000]

ONVIF Port: 80

FLASH Port: 1935

Setting Description
HTTP Port The number of the port used to connect to IP camera web interface via web
browser.

Default value: 80
Available values range: from 1to 65535 or 80.

RTSP Port The number of port on which the data from IP camera will be transferred on
RTSP protocol.
Default value: 554
Available values range: from 1to 65535 or 554.

TCP Port The number of port used for IP camera TCP management.
Default value: 6000
Available values range: from 1to 65535 or 6000.

WARNING!

Network port numbers should not match.

Press Save to save the settings.

NOTE.

Use the following requests to connect an IP camera and transmit video on RTSP:
Main stream: http://[IP address]:[rtsp port]/live/main

Sub : http://[IP address]:[rtsp port]/live/sub

Example http://192.168.25.32:554/live/main

Read more about connecting an IP camera on RTSP in “SUPPLEMENT E. Operation on RTSP
and ONVIF".
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3.3.3.3 “WIFI" tab

Open the the WIFI tab in order to configure IP camera wireless connection.

TCP/IP Port WIFI FTP SMTP UPnP RTSP Trassir Cloud
@ Wireless List
Num. SSID Signal  Authentication Encryption

2 Wlan-E94000244 -63 WPA2 AES A

3 TP-LINK 4A1A -65 WPA2 AES

4 TS Computers (NG) -65 WPA2 AES

5 DSSL -67 WPA2 AES

6 DSSL-Guest -67 WPA2 AES

7 DSSL-test -67 WPAZ AES
@ WIFI Parameters

Enable:

Wireless Status: |DHCP v

Authentication / Encryption: |WPA2PSK/AES v

@ WIFI Status

Connection Status: Disconnected

Current IP:

You will find the access points that are in the camera environment in the Wireless List
block. Click Refresh to update the list. Double-click on the line with the name to connect
to the desired access point. The settings of the selected access point will be displayed in
the WIFI Parameters block.

Setting

Parameter

Wireless Status

SSID

Authentication /
Encryption

Key
IP address
Subnet mask

Getway

Primary DNS
Secondary DNS

A way to configure the IP address of the camera:
DHCP —use DHCP server.
Use Static IP —enter IP address manually.

Wireless network name.

Encryption method.

Wireless network access passwoird.
The IP address to be used when accessing the IP camera over a wireless network
Subnet mask to which the IP camera is connected.

IP address of the proxy server if a gateway is used to connect to another
network (e.g. the Internet).

Main DNS server IP address.
Alternate DNS server IP address.
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Press Save to save the settings.

NOTE.

You can also configure WIFI on IP camera using TRASSIR Client mobile application. Read
more in SUPPLEMENT C. WIFI CONFIGURATION IN TRASSIR Client.

User manual for TRASSIR IP cameras

91



TRASS]

L[]
T
@

CHAPTER 3. TRASSIR IP CAMERA CONFIGURATION

3.3.3.4 "FTP" tab

Open the FTP tab to configure IP camera connection to FTP server.

TCP/IP Port WIFI FTP PPPoE SMTP UPnP RTSP Trassir Cloud

@ FTP Settings

Server Address: | |

Server Port: [21 | .65535)
Username: |Anonymaous (Max 31 bit)
Password: (Max 31 bit)
Overtime: |10 | [5...30]times

Re-connect: 5 | [5...30]times

Remote Path:

| (The default path is the FTP server root directory)

[] Breakpoint transmission

Anonymous Login

Setting Description

Server Address FTP server name or IP address.

Server Port FTP server access port number.

Username User name that will authorize on FTP server.

Password Password for user authorization on FTPserver.

Overtime FTP server response waiting time, from 5 to 30 sec.

Re-connect Number of attempts to connect to the FTP-server: from 5 to 30 times.

Remote Path The directory where messages from the camera will be saved to.
Default: root directory of the FTP server.

Breakpoint Resume Set the flag to resume the file upload to the FTP server in case the connection is
lost.

Anonymous Login Set the flag for anonimous access to FTP server.

Press Save to save the settings.
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3.3.3.5 “PPPoE" tab

Go to the PPPoE tab in the Network settings menu to open.

TCP/IP Port WIFI FTP PPPoE SMTP UPnP RTSP Trassir Cloud

® PPPoE Settings

Enable PPPoE:

Username: ‘ |

Password: ‘ |

Connection Status: Disconnected

IP address:

Setting Description

Enable PPPoE Set the flag to use PPPoE protocol.

User name Enter user name.

Password Enter password.

Press Save to save the settings.
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3.3.3.6 “SMTP" tab

CHAPTER 3. TRASSIR IP CAMERA CONFIGURATION

In order to configure sending messages from IP camera by email open SMTP tab.

TCP/IP Port WIFI FTP PPPoE SMTP UPnP RTSP Trassir Cloud

@ SMTP Settings

Main email server: I:I (Domain or IP)
Port: [1.65535]
Username: I:l
Password: I:I
Sub email server: I:I (Domain or IP)
Port: [1..65535]
Username: I:l
Password: I:I
Send Email I:I

[1SSL(If enabled, server port default as 465)
1 The email did not be sent until the email server is setted.

2 If you want to use the domain,you should specify a valid DNS server firstly.

® Receiver Email lists

Email 1: I:l
Email 2: I:I
Email 3: I:I
Email 4: I:l

@ Test:

Email Test: | || Send |

Specify SMTP server parameters in SMTP Settings block:

Setting Description

Main email server Main SMTP server name or IP address.

Port Access port number to main SMTP server.
Value range available: from 1 to 65535.

Username Main SMTP server user name.

Password Authorization password on main SMTP server.

Sub email server Backup SMTP server name or IP address.

Port Access port number to main SMTP server.

Value range available: from 1to 65535.

Username Backup SMTP server user name.
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Setting Description

Password Authorization password on backup SMTP server.
Sender Email address from which the messages will be sent.
SSL Set the flag to use SSL protocol.

In this case, the following port will be used as the server port specified in the
Port field: 465.

In the Receive Email block, you can specify up to 4 email addresses to which messages
described in section 3.3.6.1 will be sent.

You can check the correctness of the settings, if necessary. To do this, enter your email
address in the Email Test box and click the Send button. If the settings are correct, you will
receive a mail message to this mailbox. Otherwise, you will receive an error message.

Press Save to save the settings.
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3.3.3.7 “UpnP" tab

Open UpnP tab to configure automatic camera detection service in local network.

TCP/IP Port WIFI FTP PPPoE SMTP UPnP RTSP Trassir Cloud
® UPnP Settings

Camera name: |TR-D3122WDZIR2 Save

@ UPnP Mapping List

Internal Port External Port Protocol  Enable  Status
80 8080 tcp Yes No
554 5054 wcp Yes No

The Universal Plug&Play(UPnP) feature is intended to search for an IP camera in local
network by intelligent video surveillance systems. Enter the name that will be displayed
when you search for this device into the Camera name field in the UPnP Settings area.

WARNING!

As a rule, UpnP is required for the first IP camera detection in local network. That's why

we strongly recommend to disable it after the use in order to prevent unauthorized IP
camera access.
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This tab also allows configuring IP camera network port forwarding. Network port
forwarding is usually used to access and IP camera when it is in another local network.

The forwarding rules are customized in the UPnP Mapping area. Press Add to create a new

rule.

Setting

UPnP Mapping Settings

Enable ® Yes () No
Protocol:
Internal Port: l:l
External Port: l:l

Save Cancel

Description

Enable
Protocol

Internal Port

External Port

Use UpnP conversion: Yes / No.
Data transfer protocol: TCP / UDP.

Data transfer port, configured on IP camera.
Available values range: from 1to 65535.

The port on which the IP camera will be accessed from another network.

Available values range: from 1to 65535.

Press Save to save the settings.
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3.3.3.8 "RTSP" tab

In order to configure IP camera streaming open RTSP tab.

TCPR/IP Port WIFI FTP SMTP UPnP RTSP Trassir Cloud

¢ RTSP Settings

Main stream: rtsp://172.16.13.50:554/live/main
Sub stream: rtsp://172.16.13.50:554/live/sub

Authentication:

¢ Multicast Settings

Enable Multicast: []

Multicast address: 224.0.0.1 [224.0.0.1~239.255.255.254]

Port: 10000 [10000..50000]

TTL: 64 [64..255]

Setting Description

RTSP audio Set the flag to transmit IP camera sound on RTSP.

transmission

Enable Multicast Set the flag for streaming from an IP camera to a remote network device.
Multicast address The IP address of the network device to which this IP camera will broadcast.
Port Remote device port.

Press Save to save the settings.
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3.3.3.9 "Trassir Cloud" tab

Open the Trassir Cloud tab to connect the IP camera to TRASSIR Cloud cloud service.

TCP/IP Port WIFI FTP SMTP UPnP RTSP Trassir Cloud

Enable:

Idle Timeout: minutes

Status: "ldle Timeout" reached, service stopped (v.8.0)

NOTE.

If the Trassir Cloud tab is abscent, you need to update your IP camera software. You can
find the detailed instructions and the latest software version on our website.

Setting Description
Enable Set the flag to activate the connection service.
Idle Timeout Set the time period during which the camera available for cloud connection.

Upon the set time period expiration, the service will stop. You need to
reboot your IP camera to restart the service.

Status Camera cloud service connection status:
& Unknown Status — service is not activated.
¢ Connected to Trassir Cloud, idle — TRASSIR Cloud is established,
connect your camera in the cloud.
¢ No connection to Trassir Cloud — no connection to TRASSIR Cloud.
¢ Connected to Trassir Cloud, working — camera is connected, the video
is being streamed to the cloud.

¢ "Idle Timeout" reached, service stopped — the time period required to
connect the camera to the cloud is expired.

Press Save to save the changes.

WARNING!

The final step of IP camera connection is performed directly in TRASSIR Cloud.
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3.3.4 “Video & Audio” menu

Press Video & Audio to open the menu.
The menu consists of the sections which allow to:

& Audio —configure audio stream (see section 3.3.4.1);

& Video Stream —configure video stream (see section 3.3.4.2);

# Image Settings —configure transmitted image parameters (see section 3.3.4.3);
& Privacy Mask —set up mask zones (see section 3.3.4.4);
.

ROl —set up zones of interest (see section 3.3.4.5).
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3.3.4.1 “Audio” tab

Open the Audio tab to set up IP camera audio stream.

Audio Encoding Image Settings Privacy Mask ROI

® Audio Parameters

Enable ]
Audio Codec Format: G.711U v
Audio Sampling: 8000 v
Audio Input: MIC In v
Input volume: 0 80 [0..100]

Output volume: I 80 [0..100]

Save Cancel

Setting Description

Audio Codec Format Audio stream compression algorithm: G.711A, G.711U, or AAC.

Audio Sampling Audio sampling, 8000 or 16000.

Audio Input IP camera sound stream audio input: Line-in or MIC In. Set up depending on
the camera model.

Input volume Input audio volume level, from 0 to 100.

Output volume Output audio volume level, from 0 to 100.

Press Save to save the settings.
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Open the Video Stream tab to set up IP camera video stream.
The menu consists of the additional tabs that allow you to:

¢ Basic —customize the display of the video stream and select the parameters to be
displayed in the video image (see section 3.3.4.2.1);

& Video Stream —configure video stream parameters (see section 3.3.4.2.2);

& MJPEG —adjust the parameters of the video stream compressed with MJPEG (see
section 3.3.4.2.3).

3.3.4.2.1 "Basic additional” tab

Audio Encoding Image Settings Privacy Mask ROI

8 I

¢ Image Mirror
[] Horizontal
[] Vertical

@ OsD

[v] Display Device Information

[v] Display Date

[ Display Time
[] Display Customized Content ‘ | Max 10 Characters.
[] Display Icon: | H Browse H Upload |

Notice: The picture should be less than 250%150 pixel of size with JPG format.

Change OSD Location

¢ Date & Time Format

Date Format: [YYYY-MM-DD Vv

Time Format: |24h Vv

Save Cancel

¢ Image Mirror block:

Setting Description
Horizontal Set the flag to mirror the image vertically.
Vertical Set the flag to mirror the image horizontally.
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¢ OSD block:
Setting Description
Display Device Set the flag to display system information.
Information
Display Date Set the flag to display date.
Display Time Set the flag to display time.
Display Customized Set the flag to display any text entered in the adjacent field
Content
Display Icon Set the flag to display watermark on image.

Press the Browse and than hold Upload button to upload the watermark image.

Change OSD Location  Press the button to change the position of the displayed OSD items and
watermark. It will open a window with a video stream, where you can select a
new position for the displayed information using your mouse.

& Date&Time Format block:

Setting Description
Date format Displayed date format: YYYY-MM-DD, MM-DD-YYYY, DD-MM-YYYY.
Time Format Displayed time format: 24h or 12h.

Press Save to save the settings.
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ATTENTION!

Be careful if you use your IP camera together with the TRASSIR software. In this case
video stream settings should be customized using TRASSIR software.

Audio Encoding Image Settings Privacy Mask ROI

® Encoding

Video Stream:
Encode Type:
Resolution:
Profile:

¢ Key Frame Interval

Length: [5..100]

o Bitrate Control

Bitrate Type: @ VBR
O CBR

Bit rate: kbit/s [256..8000]

Encode Quality:

¢ Frame Rate:

Frame Rate: fps

Seting Description

Video Stream ID Customized video stream: Main stream or Substream.
All other settings are customized for the selected video stream

Encode Type The stream encode standard: H264.

Resolution The video stream resolution.
Main stream: 720P(1280x720), 2M(1600x1200), 1080P(1920x1080),
3MP(2048x1520) or 4MP(2592x1520).
Sub stream: CIF(352x288), VGA(640x480) or D1(704x576).
Available resolutions may vary depending on camera model.
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Seting Description

Profile Select a video compression profile: Baseline, Main Profile, High Profile.
Profiles allow to increase the compression efficiency of a video stream in
different conditions. The higher the profile value is, the higher is the clarity of
video transmission.

Length The interval at which frames containing one keyframe will be grouped together.
The smaller the value is, the more often the keyframe will follow.

Bitrate type Video stream bitrate type: VBR / CBR.

Bit rate If CBR is selected, the setting value is used as the maximum value of the
compression rate of the video stream.
Main stream: from 2000 kbit/s to 8000 kbit/s.
Sub stream: from 50 kbit/s to 1000 kbit/s.
Maximum parameter value may vary depending on the camera model.

Encode Quality If VBR is selected the setting value will define the transmitted image quality:
from 1to 6.
The higher the value is, the higher is the image quality.

Frame Rate Video capturing speed, the number of frames per second, captured by IP

camera.
The value is selected ranging from 5 fps to 25 fps, depending on selected
resolution.

Maximum parameter value may vary depending on the camera model.

Press Save to save the settings.
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NOTE.

The Snapshot feature may be not supported or supported on main or sub streams only
depending on the camera model.

Audio Encoding Image Settings Privacy Mask ROI

¢ Image Settings

Quality: The bigger the number, the better the picture quality.
Frame Rate: FPS
Snapshor Type:

Snapshot Interval l:l 5(1...600)

MJPEG-HTTP: http://172.16.13.50/action/stream?subject=mjpeg

Snapshot Url: http://172.16.13.50/action/snap?cam=0

Save Cancel

Setting Description

Quality The transmitted stream quality: from 1to 7.
The higher the value is the better is the quality of the transmitted image.

Frame rate Video capture rate, the number of frames per second captured by the IP camera.
Select values ranging from 1 fps to 5 fps depending on the selected resolution.

Snapshot type Select snapshot stream: Main stream or Sub stream.

Snapshot interval The interval between saved snapshots.

MJPEG-HTTP RTSP video link.

Snapshot URL RTSP snapshot link.

Press Save to save the settings.
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3.3.4.3 “Image settings” tab

In order to set up image transmitted by IP camera, open the Image settings tab.

Audio ~ Encoding  Image Settings  Privacy Mask = ROl
© Image Settings.
Saturation: 8 50 ]10.100]
Brightness: 0 50 ](0.100]
Sharpness: (i 50 | [0.100]
Contrast: i 50 |[0-100]
© White Balance
White Balance: [Auto V|
© Day&Night Mode
Day&Night Mode:
© Exposure Settings
Video Standard:
DC-Iris: @]
© Other Settings
e <l [0 Jr0.100]
Corridor mode: []
Setting Description
Saturation Image saturation: from 0 to 100.
The higher the value is, the more color saturated is the transmitted image.
Brightness Image brightness: from 0 to 100.
The higher the value is, the brighter is the transmitted image.
Sharpness Image sharpness: from 0 to 100.
The higher the value is, the sharper is the transmitted image.
Contrast Image contrast: from 0 to 100.

White Balance

Day&Night Mode

Video Standard

DC-Iris

The higher the value is, the more contrast is transmitted.

Customize white balance in accordance with shooting area lighting conditions:
Auto — automatic selection of white balance, while the camera itself chooses a
setting at which the best video stream quality will be transmitted;

Out door — automatic white balance selection adapted for outdoor shooting;
Indoor — automatic white balance selection adapted for outdoor shooting;
Sunlight lamp]— automatic selection of the white balance adapted to the
shooting of objects illuminated by a daylight lamp.

Enable/disable black and white shooting mode:

Auto — automatic activation of B/W mode depending on the lighting degree in
the shooting area;

Auto(inter-sync) — automatic activation of B/W mode, depending on the
lighting threshold values: THR. Of Day or THR. Of Night;

Color — B/W mode is on;

B&W — B/W mode is off;

Timer — B/W mode activation on schedule.

Electrical network frequency ( 50Hz or 60Hz) to which the IP camera is
connected.

Enable/disable automatic iris control.
Warning! Not all IP camera models support this feature.
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Setting
LDC

Description

A lens distortion correction setting that minimizes distortion on video when
using a wide-angle lens. The higher the value is, the lesser is the distortion.

You can see the changes of the applied settings in the preview window in the upper right
corner.

Press Default to restore the default settings.

Press Save to save the changes.
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3.3.4.4 "Privacy mask” tab

Open Privacy Mask tab to set up masking zones on you IP camera.

Audio Encoding Image Settings Privacy Mask ROI

Save Cancel Clear

Select an area on video that you want to hide, and use the left mouse button to draw a

masking zone. Ue masking zones to hide some areas on video, for example, the dial pad of
the combination lock.

NOTE.

You can customize up to 4 masking zones.

WARNING!

Masking zones are superimposed on the transmitted video stream, that is, they are
recorded in the archive and superimposed on the image snapshots. The image hidden
under such zones will be impossible to view even after disabling masking zones.

Press Clear to reset all privacy mask settings.
Press Cancel to remove last created zone.

Press Save to save the changes.
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3.3.4.5 “ROI" tab

Open ROI tab in order to customize zones of interest.

Audio Encoding

Image Settings Privacy Mask ROI

Save Cancel Clear

ROI zones or zones of interest allow you to highlight areas of the image that will be

recorded with improved image quality settings. In this case, the areas outside the zones
will be saved with poorer image quality parameters.

NOTE.

You can create up to 4 zones of interest.

Left click on image and select one or several zones of interest in order to define the zones.
Press Clear to reset all settings.

Press Cancel to remove last created zone.

Press Save to save the changes.
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3.3.5 “Storage” menu

Open the Storage menu.

Storage

@ Storage

Status: No disk

Capacity: 0/0(Surplus capacity/Total capacity MB)

The menu consists of the additional tab which allows you to:

& Storage —check the built-in storage status (see 3.3.5.1).
3.3.5.1 “Storage" tab

Open the Storage tab.

This menu lets you check the state of the built-in storage and the amount of free space on
it. You can also format the built-in storage to use it in an IP camera.

NOTE.

The first time you connect a memory card or USBHDD to an IP camera, format the built-in
archive by clicking the Format button.
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3.3.6 “Event" menu

Open the Event menu.
The menu consists of the following tabs which allow you to:

& Event Type —configure alarm events (see section 3.3.6.1);

# Motion Detection —set up motion detector (see section 3.3.6.2);
& Crossing Line —set up line crossing ( see section 3.3.6.3);
& Intrusion —configure intrusion detection ( see section 3.3.6.4);
& Human Detection — configure human detection settings ( see section 3.3.6.5);
# Schedule Record —configure video record schedule settings (see section 3.3.6.6);
# Schedule Upload —configure video upload schedule settings ( see section 3.3.6.7);
& Schedule Snapshot — configure snapshot saving schedule settings (see section
3.3.6.8).
NOTE.

The menu items may vary depending on the camera model.
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3.3.6.1 «Event type» tab

Open the Event Type tab.

Event
Event Type Motion Detection Crossing Line Intrusion Human Detection Schedule Record Schedule Upload
@ Event Type List
Trigger Mode Enable

Motion Detection Yes
Device Startup No
Network Disconnect No
Crossing Line No
Intrusion No
Human Detection No

This tab displays the list of the alarm events and their current state:

L 4

4

L 4

I/O Alarm —an event occurring on alarm input/output triggering (see 3.3.2.4);
Motion Detection —an event occurring upon motion detection (see 3.3.6.2);

Device Startup —an event that occurs when an error is detected while the IP camera
is turned on;

Network Disconnect —an event that occurs where the connection;

& Crossing Line — an event of crossing of a specified border by an object; (see 3.3.6.3);

& Intrusion — an event that occurs when objects appear in the specified area;(see

3.3.6.4);

Human Detection —an event occurring upon human detector triggering (see 3.3.6.5).

NOTE.

The list of events may vary depending on the camera model.
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In order to configure or actions on alarm events triggering, select the event from the list
and press Modify.

Trigger Type Settings

© General

Trigger Mode: Network Disconnect

Min. interval of trigger event s{Max 300s

© Alarm Schedule

O 7+24 hours alarm

@ Schedule alarm

C Disable
Time Range No.1 Time Range No.2 Time Range No.3 Time Range No.4 Time Range No.5 Time Range No.6
Starting Time | Ending Time | Starting Time | Ending Time = Starting Time = Ending Time | Starting Time | Ending Time | Starting Time | Ending Time = Starting Time | Ending Time
e
Tue.
wea
s

© Response Mode

[JRecord
To send email
FTP upload

[ Audio

Select the type of the configured event in the General area. Specify time which will define
the event occurrence from 0 to 300 s in the Trigger Interval Min. time field. If an alarm
event lasts less than the specified time, it is considered not to have occurred.

The Alarm Schedule lets you set up the schedule of the configured event:
& 7%24 hours Record —the alarm event will be tracked 24 hours a day;

¢ Schedule alarm —the alarm event will be tracked according to the configured
schedule;

¢ Disable —the tracking will be disabled.
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¢ Alarm 1/O —close the alarm output. This option is supported on cameras with alarm
inputs/outputs (check page. 5);

¢ SD card record. The recording settings are described in section 3.3.6.6.

¢ To send email. The email settings are described in section 3.3.3.6.

¢ FTP upload —upload video or image file on FTP server. The FTP server settings are
described in 3.3.3.4.

¢ Alarm snapshot —save a snapshot to the archive.

¢ Audio. Check audio settings description in 3.3.4.1.

Press OK to save the settings.

NOTE.

The list of the available reactions may vary depending on the camera model.
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3.3.6.2 “Motion detector” tab

NOTE.

Before starting the setup, make sure that the camera is installed correctly for the proper
operation of the video analytics module. Check Supplement E. IP Camera placement or
camera installation recommendations.

Open the Motion Detection tab to set up motion detector.

Event Type Motion Detection Crossing Line Intrusion Human Detection Schedule Record Schedule Upload

Sensitivity

The Detector Zone Settings window lets you select the zones of the shooting area where a
reaction will be triggered when motion appears.

NOTE.

You can create up to 4 motion detection zones.

Left click on the image and specify the zone in which the the motion will be detected.

The Sensitivity parameter lets you configure the detector's sensitivity in all specified zones.
The higher the sensitivity value is, the more sensitive is the motion detector.

Press Clear to reset all motion detection settings.

Press Save to save the changes.

116 User manual for TRASSIR IP cameras



A
CHAPTER 3. TRASSIR IP CAMERA CONFIGURATION 7RASS’

y;
e
€]

3.3.6.3 «Line crossing» tab

NOTE.

Before the setup, make sure that the camera is installed correctly for the proper operation

of the video analytics module. Check Supplement E. IP Camera placement for camera
installation recommendations.

Open the Crossing Line tab to set up the line crossing detection.

Event Type Motion Detection Crossing Line Intrusion Human Detection Schedule Record Schedule Upload

Sensitivity:
Trigger blink: 4

Scene mode:
Direction:

Draw a line on the video using the left mouse button, at the crossing of which the detector
will trigger. The following settings are available for the Line Crossing Detector:

Setting Description

Sensitivity Specify the detector's sensitivity, from 0 to 4. The higher the value is, the more
sensitive is the detector.

Trigger blink Set the flag so the specified border start flashing on video when the detector is
triggered.

Scene mode Select the detector's operation mode: Indoor or Outdoor.

Direction Set the direction of the specified border crossing at which the alarm event will
be triggered:

¢ A->B—lefttoright;
¢ B->A—rightto left;
¢ A<->B—either way.

Press Save to save the settings.

Press Reset to reset current detections settings.
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3.3.6.4 «Intrusion» tab

NOTE.

Before starting the setup, make sure that the camera is installed correctly for the proper
operation of the video analytics module. Check Supplement E. IP Camera placement or
camera installation recommendations.

Go to the Intrusion tab to open the intrusion detection settings.

Event Type Motion Detection Crossing Line Intrusion Human Detection Schedule Record Schedule Upload

Sensitivity:
Trigger blink: [
Scene mode:
Direction:

Specify the zone one video using left mouse button. The following settings are available
for each zone:

Setting Description

Sensitivity Specify the detector's sensitivity, from 0 to 4. The higher the value is, the more
sensitive is the detector.

Trigger blink Set the flag so the specified zone start flashing on video when the detector is
triggered.

Scene mode Select the detector's operation mode: Indoor or Outdoor.

Direction Set the direction of the specified area crossing at which the alarm event will be
triggered:

¢ Enter —the detector will trigger when an object appears in the area
¢ Left — the detector will trigger when an object leaves the area;
¢ Both — the detector will trigger when moving in both directions.

Press Save to save the settings.
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Press Reset to reset current detections settings.

Press Clear to remove the current area.

3.3.6.5 «Human Detection» tab

NOTE.

Before starting the setup, make sure that the camera is installed correctly for the proper
operation of the video analytics module. Check Supplement E. IP Camera placement or
camera installation recommendations.

Got to the Human Detection tab to open the human detector settings.

Event Type Motion Detection Crossing Line Intrusion Human Detection Schedule Record Schedule Upload

Confidence: i [0..100]

Target mask:

Scene mode: |Indoor human v
Save Reset Clear Full screen

Specify the zone in the preview window in which the human detection will be performed
using left mouse button.

Press Full Screen to highlight the entire area available in the preview window as the human
detection zone.

Setting Description

Confidence Set the detector confidence threshold, from 0 to 100. The higher the value is,
the lower is the probability of false alarms of the detector, especially when
operating outpoors.

Target mask Set the flag to make the human figure on the video stand out with a frame
when the detector is triggered.

Scene mode Select the detector's operation mode: Indoor human or Outdoor human.

Press Save to save the settings.
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Press Clear to remove the current area.
3.3.6.6 «Schedule Record» tab
Open the Schedule Record tab.

Event Type Motion Detection Crossing Line Intrusion Human Detection Schedule Record Schedule Upload

@ Record Settings

Pre-record: ‘0 ‘ Sec(0-3Sec)

Delay record: ‘0 ‘ Sec(0-3Seq)

Stream: |Main stream Vv

Overwrite Record: 4

Record package:

¢ Record Plan

@ 7*24 hours Record
(O Schedule Record Schedule Record

© Disable

The data recording is set up in the upper block.

Setting Description

Pre-record The time period from 0 to 3 s before the event triggering (see 3.3.6.1), during
which the video will be recording.

Delay record The time period from 0 s to 3 s after the alarm triggering (see section 3.3.6.1)
within which the video will be recorded.

Stream The video stream that will be recorded to the archive: Main stream or
Sub stream.

SD card cycle record Set the flag to overwrite the built-in archive in case of the overflow. In this case,

older files will be overwritten by the new ones.

Record package The recorded file minimum size: 3min, 5min or 10min.

Select recording to the built-in storage schedule in the lower area(see section 3.3.5.1):
& 7%24 hours Record —the recording will be performed permanently;

¢ Schedule Record —the video stream will be recorded according to the customized
schedule;

¢ Disable —this option will be disabled.

NOTE.

If the SD card record flag is set in the event settings (see section 3.3.6.1), the recording will
be performed regardless of the schedule settings.
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Press Save to save the settings.

3.3.6.7 "Schedule upload” tab

Open the Schedule Upload tab.

A
Event Type

Motion Detection

¢ Schedule Upload

e
@

Crossing Line
7%24 hours upload
O]

Intrusion

Human Detection
Schedule Upload Schedule Upload
Disable

Schedule Record

Schedule Upload

Select Upload Plan of files to FTP server (see section 3.3.3.4):

¢ 7%24 hours Upload —upload will be performed around the clock as the files appear;
¢ Schedule Upload —upload will be performed on schedule;

¢ Disable —disable this feature.

NOTE.

performed regardless of the schedule settings.

If the FTP upload flag is set in the event settings (see section 3.3.6.1), the upload will be
Press Save to save the changes.
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3.3.6.8 “Schedule snapshot” tab

NOTE.

Not all camera models support this feature.

Open the Schedule Snapshot tab.

Event Type Motion Detection Schedule Record Schedule Upload Schedule Snapshot

¢ Schedule Snapshot

@® 7*24 hours snapshot
O Schedule Snapshot Schedule Snapshot

) Disable

Select the Snapshot Plan:

& 7%24 hours Snapshot —the snapshots will be taken round the clock;

¢ Schedule Snapshot —the snapshots will be taken according tot the customized
schedule;

¢ Disable —this option will be disabled.

NOTE.
If the Alarm snapshot flag is set in the event settings(see section 3.3.6.1) the snaphot will
be saved regardless of the schedule settings.

You can set up the interval between the saved snapshots on the Video Stream tab(see
section 3.3.4.2.3).

Press Save to save the changes.
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3.3.7 “Security” menu
Open the Security menu.
The menu consists of the following tabs which allow to:

& Manage Users —configure IP camera access parameters (see section 3.3.7.1);

& |P Filter —restrict access to the IP camera from one or several network devices (see
section 3.3.7.2).

3.3.7.1"User tab"

Open the User tab.

User IP Filtering

® User List
Username

admin Administrator

This group of settings lets you create a new user, set up access password and customize
user access to the IP camera settings.

In order to modify user settings or delete a user select it from the list and press Modify or
Delete correspondingly.

NOTE.

There is already a user with the Administrator rights in the IP camera settings by default.

WARNING!

We strongly recommend to change the Administrator rights upon first connection to the
IP camera web interface.
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Press Add to create a new user.

User Settings

Username: |operator
Password: (Max 15 characters)

Confrim Password:

@® Administrator

() Operator
O Viewer
® System authority settings
[ Data & Time [ Serial Port Settings
[/ Alarm Settings Maintenance
[ Upgrade
@ Network authority settings
& WIFI W FTP
[V SMTP ] PPPoE
W UPnP [ Port Settings
V| TCP/IP [V RTSP Settings
] DDNS Settings M RTMP Settings

W] VOIP Settings

¢ Audio video authority settings

[w] Video Shield ] Video Stream

[v] Audio Setting v Camera Settings

[+ Motion Detection [ Privacy Mask

WIROI
Setting Description
Username User name to authorize.
Password Password to the IP camera web interface.
Confirm Password Enter IP camera web interface password again.
User Group User group to which current user belongs to:

¢ Administrator — full user;
& Operator — user with operator rights;
¢ Viewer — user with the rights to view log only.

Uncheck the corresponding boxes to change the current user authority list.

Press OK to save the changes.
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3.3.7.2 "IP filter"menu

Open the IP Filter tab in the Security settings menu to open the menu.

User IP Filtering

® General
[]Enable IP Filtering

® Filtering IP

Alias Start IP

End IP

Use IP filtering settings to restrict access to the IP camera from one or several network
devices.

Select Enable IP Filtering to activate the setting.

User IP Filtering

¢ General

[/ Enable IP Filtering

@ Filtering IP
Alias Start IP

End IP
admins 10.16.16.45 10.16.16.100

WARNING!

Before starting to configure IP filtering make sure the IP address of the PC where the IP

camera is being set up is in the address white list. Otherwise access to the further IP
camera settings will be blocked.
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In order to add the IP address to the allowed or forbidden addresses list select Allowed or
Forbidden, respectively, in the IP address filter type block and press Add.

IP Filtering Settings

Start IP: [192.168.10.1 \

End IP: [192.168.10.100 \

Alias: ‘ operators

The IP Filter window will open. Enter the StartIP and End IP of the range into the
corresponding fields. Enter the name of the IP address range in the Alias field.

Press OK to save the changes.

In order to modify or delete the created filter select it from the list and press Modify or
Delete correspondingly.
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SUPPLEMENT A. CONFIGURING NETWORK
SETTINGS ON PC

NOTE.

Description of network settings is presented on the example of Windows 7 operating
system.

In order to access an IP camera, it is necessary that the PC and the camera are connected
to the same subnet and have the corresponding IP addresses

To do this, open Control panel (Start — Control panel) and run Network and Internet:

4 = | EHINESE
- ol

% » Control Panel » Network and Intemet » v | #2 | Search Control Panel p
4o L R |

——— = — — e - —

Network and Sharing Center |
View network status and tasks | Connectto anetwork | View network computers and devices
Add 2 wireless device to the network

| Control Panel Home [y

System and Security

« Network and Internet
Hardware and Sound q.& HomeGoup
Choose hemegroup and sharing cptions
Programs
User Accounts and Family . Internet Options
Change your homepage | Msnsge browser sdd-ons | Delete browsing history and cockies

Safety
Appearance and
Personalization

Clock Language, and Region

Ease of Access
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Go to the Change adapter settings menu:

Search Control Panel

Control Panel Home : 2 i = 3
View your basic network information and set up connections
Change adapter settings Y 0 See full map
Change aﬁn(ed sharing ATk g e
et
=T (This computer)
View your active netwarks Connect or disconnect
Accesstype: Intemnet
Cemn P
HomeGroup:  Joined
Home network
Connections: [ Local network connection
Change your networking settings
i Setup 2 new connection or network
-
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access peint.
#s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN nebwork connection.
@ Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
[S] Troubleshoot problems
Diagnose and repair network problems, or get troubleshoating infarmation.
Seealso
HomeGroup
Internet Options
Windows Firewall

Right click on adapter and press Properties:

- - \.Elﬁllgﬂ J

Q [+ Control Panel » Network and Intemet » Network Connections » Network Connections 2|
= = L
8 L ) Rename this connection  View status of this connection 3 - 0 @
|| § Local network connection Properties L
| [ Networkng
Connect using.

Reattek PCle GBE Family Controller

This comnection Uses the following items:

& Ciiert for Microsoft Networks

/31005 Packet Scheduler

431 Fiie and Printer Sharing for Microsoft Networks

-2~ Intemet Protocel Version 6 (TCP/IPvE)

-+ Intemet Protocol Version 4 (TCP/IPv4)

-2 Link-Layer Topology Discovery Mapper /O Drver
«- Link-Layer Topology Discovery Respander

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides commurication
across diverse interconnected networks
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In the opened window select Internet Protocol Version 4 (TCP/IPv4) and press Properties:

T =)

()=[F » controlPanel » Networkand Intemet » Newor Connections » = [ 49 ||| Search Network Connections 2]

— S n;

2 agtion Rename this connection View status of this connection > =~ O @
_{ Internet Protacol Version 4 (TCP/IPvd) Properties el =]

General

You can get IP settings assigned automatically f your network supports
this capabilty. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

() Obtain an [P address automatically
| (@ Use the following IP address:

IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit

Select Use the following IP address and specify the required network settings (e.g.
displayed on screenshot above).

Press OK in all opened windows to save the settings.
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SUPPLEMENT B. UTP CABLING

The IP camera is connected to the commutator (switch or router) using a «direct» cable

with the following wiring:

1 |

2
3|
4
5 |
6 I |
70Cm ™|

white-orange

orangg

white-green
blue
white-blue
Ereen
white-brown

brown

The IP camera is connected to the

wiring:

[ 1 |
2 o |
3= =
4 o

5 I |

6 |
7w
S mEm—

white-orange
orange
white-green
blue
white-blue
Ereen
white-brown

brown

white-orange

orange
white-green
blue
white-blue
Ereen
white-brown

brown

PC directly using «cross» cable with the following

white-green
Ereen
white-orange
blue
white-blue
orange
white-brown

brown

1
2
. 3
4
Cm w5
G
7

3

== K
2
w3
4
(w5
= 6
. 7
) §
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SUPPLEMENT C. WIFI CONFIGURATION IN
TRASSIR CLIENT

support wireless data transfer:

You can use the TRASSIR Client mobile application to configure WiFi on cameras that
1.

Download and install TRASSIR Client mobile app.
Android

iOS

2. Start TRASSIR Client app. Your mobile phone should be connected to the same WiFi
network you connect your camera.

3. Press Settings — Add camera — —TRASSIR.

Settings

¢ Settings

Please select device vendor

TRASSIR
iR
CAMERAS

HIKVISION
0 activecam
Add camet
Moscow Bakuninskaya, 71/r.Mocksa b...
& i conne

HiWatch

Office ActiveCam / Oduc ActiveCam
1 ]

Lanser
SERVERS

+  Add server

WARNING!

After that follow the prompts in the mobile application.

You can configure WiFi on camera again only after factory reset (see section 2.6).
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SUPPLEMENT D. ROUTER SETTINGS

If the IP camera and the computer from which the connection is established are located in
different local networks (e.g., the connection is via the Internet), in order to gain access to

the IP camera it is necessary to configure the forwarding of network ports on the NAT
server or router.

The IP camera uses the following network ports by default:

Port
Port settings
HTTP pont -B[] a
RTSP port 554
Server port .EI'_'IDCI
FLASH port ({935

We will consider the configuration of port forwarding on the example of ZTE ZXHN
F680 router.

Specify IP camera port random values. The port values for each IP camera should be unique
and can't be used on the router for other services.

NOTE.

See description of the network portsin 3.3.3.2.

For example, you can set the following values:

Port
Port seftings
HTTP port 'sngg fau
RTSP port 554 1
Sarver port .5 » : 1
FLASH port [1935 | 1.65535, De Jult 14

After that proceed to the router configuration.
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NOTE.

TRASS]

Your router settings may differ from the description below.

Start your web browser and enter the router IP address to access router administrator
menu. As a result, the authorization window should appear:
D

c @ © & 19216811 -

- @

n o e

Username admin

Password

£2008-2019 ZTE Corporation. All rights resenved

Enter administrator login and password and press OK.
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Go to the «Port forwarding» in the router settings menu (Application — Port forwarding):

+Status
+Network

+Security

-Appicotion Name [ |

DDMNS

DMZ Host

UPnP

UPNP Port Mapping
Port Forwarding
+DNS Service

USB Storage

FTP Application

Port Trigger

Port Forwarding (
Application List )

Application List

Samba Service

USB print server
+Administration

+Help

Path:Application-Port Forwarding pycckui Logout

Enable []

protocol
WAN Host Start IP Address [ |
WAN Host End IP Address | |

WAN Connection |Internet

WAN StartPort |  [(1~65535)
WANEndPort | (1 ~65535)
Enable MAC Mapping []
LAN Host IP Address | |
LAN Host StartPort | |(1 ~65535)
LANHostEndPort |  |(1~65535)

There is no data, please add one first.

4

@2008-2018 ZTE Corporation. All rights resenved.
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As aresult, a window for adding a forwarding port will open:

+Status Path:Application-Port Forwarding e Logout

+Network

+Security Enable

Name

DDNS Protocol
DMZ Host WAN Host Start IP Address ||
uPnp WAN Host End IP Address | |
UPnP Part Mapping WAN Connection |Intermnet ~|
Port Forwarding WAN StartPort [ |(1~65535)
+DNS Service WANEndPort [ |(1~65535)
USB Storage Enable MAC Mapping []
FTP Application LAN Host IP Address
Port Trigger LAN Host Start Port 080 [(1 ~ 65535)
Port Forwarding (
Application List ) LAN Host End Port (1 ~ 65535)
Application List Add

Samba Service
USB print server
+Administration

+Help

There is no data, please add one first.

@2008-2018 ZTE Corporation. All rights resenved.

Enter a random forwarding name into the Name field.
Select TCP/UDP or TCP data transfer protocol in the Protocol field.

Specify http port to connect to the camera web interface which should be forwarded in the
WAN Start Port and WAN End Port fields.

Specify camera internal IP address in the IP address field.

Press Add to save the forwarding rule.
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Configure other port forwarding rules the same way:

Enable

Protocol | TCP AND UDP ~
WAN Host Start IP Address [ |

WAN Host End IP Address [ |
WAN Connection | Internet ~|
WAN StartPort | |(1~65535)

WANEndPort [ |(1~65533)
Enable MAC Mapping []
LAN Host IP Address
LAN Host Start Port [5000 (1~ 65535)
LAN Host End Port 5000 [(1~ 65535)

Enable
Protocol
WAN Host Start IP Address | |
WAN Host End IP Address ||
WAN Connection | Internet v
WAN StartPort | [(1~65535)
WANEndPort |  [{1~65535)
Enable MAC Mapping []
LAN Host IP Address
LAN Host Start Port 5054 (1~ 65535)
LAN Host End Port [5054  [(1~65535)
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As a result you should see the following:

+Status
FMNetwork
+Security

Path:Application-Port Forwarding PyceRim

‘r-
4

Enable []

Application Name [

DDNS
DMZ Host

uPnpP

UPNP Port Mapping

Port Forwarding
+DNS Service
USB Storage
FTP Application

Port Trigger

Port Forwarding (

Application List )
Application List
Samba Service
USB print server
+Administration

+Help

@ TCP1 5000 | 5000 | Internet

Protocol | TCP
WAN Host Start IP Address [ |
WAN Host End IP Address | |

WAN Connection |Internet

WAN StartPort [ |(1 ~65535)
WANEndPort [ |(1 ~65535)
Enable MAC Mapping []
LAN Host IP Address | |
LAN Host StartPort | |(1 ~ 65535)
LANHostEnd Port [ |{1 ~&5535)

‘
N
El

TCP AND 5000 5000 [192.168.25.3

HTTP1 2080 8080 Internet

*
N
E

TCP AND 8080 8080 (192.168.25.3

RTSP1 5054 5054 Internet

‘
N
El

TCP AMND 5054 5054 (192.168.25.2

A A—

@2008-2019 ZTE Corporation. All rights reserved.

In order to access IP camera from the Internet, enter <external router IP address>:<camera
web interface connection port>.

Example: http://88.100.20.44:8080

NOTE.

You can also configure control and alarm ports forwarding.
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SUPPLEMENT E. OPERATION ON RTSP AND
ONVIF

Connecting on RTSP protocol

NOTE.

VLC media player (http://www.videolan.org/vlc/) will be used as an example for
connection of an IP camera via RTSP. You can use any other media player with an option of
video streaming.

Start your media player and select network as a source. To do this select Media — Open
network stream....

e S
Playback Audio Video Subtitle Tools View Help
[¥] OpenFile Caie0 Search
[¥] Open Multiple Files... Ctrl+Shift+Q.
3 OpenFolder Ctrl+F
Ctrl+D.
CtrleN
Ctrl+C
CtrlsV
edia »
ave Playlist to File... CtrlsY
anvert/ Save. CtrieR [ ol |
()  Stream. Ctrl+S 1 1
Quitat the end of playlist 1 ‘ 1
B Qut Cti+Q I 1
| SE—
Playlist is currently empty.
. Drop  file here or select @ media source from the Ieft.
w
) &
B ] Ew Eleie = | |
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Enter RTSP request to the IP camera on the Network tab and press Play:
| & Open Media M
!i!Netwnrk | Capture Device

Network Protocol

Please enter a network URL:

| -

[] Show more options

Cancel

RTSP request to the IP camera should be in the following format:

main stream:
rtsp://[login]:[password]:[ip address]:[rtsp port]/live/main

sub stream:
rtsp://[login]:password]:[ip address]:[rtsp port]/live/sub

where

[ip address] — camera ip address (see section 3.3.3.1or 3.3.3.3);

[rtsp port] — IP camera rtsp port, which streams video (see section 3.3.3.2);
[login] and [password] — user name and password (see section 3.1);

/live/main and /live/sub — video stream request commands.

Example:

main stream:
rtsp://192.168.25.32:554/live/main

sub stream:
rtsp://192.168.25.32:554/live/sub
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Getting a snapshot from IP camera

In order to get snapshot from IP camera enter the following request in to the browser:
rtsp://[ip address]:[port]/action/snap?cam=0&user=[login]&pwd=[password]

where

[ip address] — camera ip address (see section 3.3.3.10or 3.3.3.3);

[port] — http port used to connect to the IP camera (see section 3.3.3.2);

[login] and [password] — user name and password ( see section 3.1);

/action/snap?cam=0 — snapshot request command.
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Connecting on ONVIF standard

In order to connect an IP camera on ONVIF standard, the following data is required:
& Camera IP address (see section 3.3.3.1 or 3.3.3.3);
& video streaming port ( see section 3.3.3.2);

# user name and password, having access to the IP camera (see section 3.3.7.1).

NOTE.

You can also use «ONVIF Device Manager» (http://sourceforge.net/projects/onvifdm/)
utility to connect to IP camera on ONVIF standard.

(O ONVIF Device Manager v2.2.250 [r=]

Vou logged in as admin
Device list « | TR-DT141IR1 Identification

TR-D| Cancel Identification

Time settings Name [ TR-D71411R1

Maintenance Location [

Firmware Network settings
Address 192.168.7 64; FES0:0000:0000: T —
Location

Manufacturer | TRASSIR

User management
Certificates Model [TR-DT141IRL

|
|
|
|
TR-D71411R1 Web page Hardware |600108004—B\-"—H0804 |
|
|
|
|

Firmware IP 50 o Events Firmware [1rcam_ v250171109

Address
Location @ DeviceID | D7141IR1M1601060812

TR-D1140 E ||| 1P address |192.168.80‘20
Fi e Live video MAC address | D0-22-12-D3-D8-35

Address 192168123108 Video streaming
Location Imaging settings
Analytics

Metadata

ONVIF version | 260 |

URE | http://192.168.80.20/ onvif/device_service |

Profiles

NOTE!

You can see th list of cameras not supporting ONVIF in section 1.1.
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SUPPLEMENT E. IP CAMERA PLACEMENT

The correct IP camera placement is essential for proper video analysis module operation,

The following requirements should be met in order to get the most accurate video
information and increase the viewing angle:

Placement:
¢ The height is not less than 2,5 meters from the detected object;

¢ The tilt angle towards the detected object should not exceed 45 angles.

_‘__/
0° ~ 45°

~ 2.5M

Shooting area and objects:
¢ There should be enough free space in the intended detection area;

¢ The shooting area should have moderate lighting, without too bright or flickering
light;

¢ The detected objects should be located at the sufficient distance which is not too
far or too close to the camera;

¢ The detected objects should not move too quickly or change too often.

When installing the camera, you should take into account the external factors that can
negatively affect the operation of the detectors or cause false alarms:

¢ Incorrect camera placement, when the objects of detection are located too close or
too far from the camera;

There are too many foreign objects in the intended detection area;

There are too many fast moving objects in a frame;
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The lighting in the shooting area is too bright, or, on the contrary, is not sufficient;

There are harsh shadows against bright sunlight when the camera is located
outdoors;

The unfavorable weather conditions such as gusts of wind or raindrops when the
camera is located outdoors.

NOTE.

In order to decrease the amount of the false alarms, change the detectors' sensitivity or
decrease the size of the detection zones. Read more in 3.3.6.2, 3.3.6.3, 3.3.6.4 1 3.3.6.5.
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SUPPLEMENT F. IPC MANAGER

Searching for IP-camera using TRASSIR IPCManager app

Use TRASSIR IPCManager utility to find the camera if the IP address is unknown.

NOTE.

You can download TRASSIR IPCManager utility on www.dssl.ru.

Upon the start the utility will search for IP cameras in local network automatically.

@ rrosse POnoger V02,25

1P Address Serial No.

£
i
H
il
3
(1
:H

D 13 TROTIZURIVG TRLOTIZIRIVE PC 172.16.13.13 80 D7121IR IVEMOF2022160561 V3.6
a 2 TROTIZIR V6 TROTIZIRIVE PC 172.16.13.34 a0 D71Z1IR IVEMOF 2022160586 V362
o 3 TROTI2URIVE TROTIZIRIVE PC 172.16.13.15 80 D7121IR IVEMOFZ022 160600 V3.62
O + monamme mOTARNG  BC 1721610 oo w OPZIR VG Z022160581 vast
o 5 TROTIMING ROMAMNE  BC 172.18.13.07 f0:2350:5d0e:63 80 D711 VMOF2022 160583 va.6e
D & TROTIZURIVG TROTIZIR IVE PC 172.16.13.18 0:23:09:5d:20: 52 80 D7121IR IVEMOFZ022 160574 V3.62
o 7 TROTIZIR IV TROTIZIR V6. PC 172.16.13.19 0:23:59:5:ae: 5F 80 D7121R IVEMOF 2022160579 V362
D 8 TROTIZURIVE TROTIZIRIVE PC 172.16.13.20 0:23:09: 500 4f 80 D7I21R IVEMIFZ022 160563 V3.6
;D 9 TROTIZURIVG TROTIZIR IV PC 172.16.13.54 0:23:09:44:8¢: 5 o0 D7121R IVIMOF 2021850328 v2.81
(m] 1w Teb:zmeNs moaRsE  C 172181358 & st
o 1 TRD2152ZIR3 TRD215221R3 rC 172.16.13.62 0 D2152ZIR3M0720C 2080247 Va0¢
o 2 PCOZRINDRS TROZZWDRAL. 1PC 172.16.13.105 ® OIUWDRAMIITNZ2IW VOO
:m 13 PCO2151RVZ PCD2I5URIVZ IPC 172.16.13.107 80 DZISURVM2072022199301 Vo.00
o ¥ ROsRNe ROSLIRNA  BC 172.16.13.022 0 Da1ZIRAvAMTZ021990989 Vs
o 5 PCOZIINOIRT PCOBIMNOIRT  PC 172.16.13.13 fo: & MIT0A202 V0.0
D 15 TR-D2Z53WDIR7 TR-D2253WDIR7 PC 172.16.13.1% o 80 TMI72042019901 Va.0¢ B
<

TRASSIR. | D= e

P [ se The Followng 1P Address

TP From
Subnet Mask

Add IP segment 1P Gateway

= 4

Find the IP camera in the displayed list, select and enter your user name and password in
the lower left corner. Configure device basic network settings.This will allow you to access
the IP camera's web interface.

[ owce
B Use The Following IF Address
[P From

Subnet Mash

Lp G&I’ew‘y L1 . . m
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E.

You can also:

(1 select ALL

Refresh

Manual add

Add IP seagment

1. Refresh the device list

1

2

2. Manual add — add camera manually. In the window that opens enter the camera

data.

. Laogin

[P Address | 152
User Mame |admin
Password |

HTTP Port |3|3

3. Add IP segment — add a network segment.

. Add IP segment

Mo, IP segment Port Mo.

1 172,16.13.1 - 172.16.13.254 6000

IP From [ . w8 . d . 1 |To [254 |
Port No. [s000 |
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Additional menu for managing IP camera

Select the camera in the list and right-click.

D 1 TR-D7121IR1VE TR-DT7121IR1VE
vl
[ e TRD|  select ALL 2
] 4 TRD| Refresh 3
] 5 Trn| Exportlist 4
I 6 TRD| Mainstream Viewing 5
] 7 TRD| Substream Viewing &
U 8 TRD|  Camera Configurations T
] q TR-D| Find Your Password 8
D 10 TR-D2123IR6VE TR-D2123IREVE
D 11 TR-D21527IR.3 TR-D21527IR.3
D 12 IPCD2321WDIR4 TRD2Z321WDIR4i...
D 13 IPC-D2151IR3V2 IPC-D2151IR3V2
D 14 TR-DE121IR2V4 TR-DE1Z1IR2V4
D 15 IPC-D2323WDZIRT IPC-D2323WDZIRT
D 16 TR-D2253WDIR.7 TR-D2253WDIR.7

An additional menu will open, which allows you to:
1. Open home — open IP-camera web interface;
Select all — select all devices in the list;
Refresh — refresh the list of devices;
Export list — export list of the discovered devices;

Mainstream Viewing — open the camera main stream;

A

Substream Viewing — open the camera sub stream;
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7. Camera configurations — open the IP-camera basic settings menu;

. Camera Configurations

Network

Image Settings
Saturation — ) 50
Brightness ——) =
Sharpness o——) &
Contrast — ) 50
Video Parameters

DayNightiode [auto ¥|
Video Standard B v
Mirroring [Mone v
WOR [Disatle ¥
Shutter [y2stsorzy1/300602) M|
Corridor Mode pisable ¥

Device Information

Display Device Information [TR-D2251WDIR4

[ pisplay Customized Cantent

Py pena s
Save

8. Find your password — IP camera password reset menu.

. Find Your Passward

Please send the following serial number to: support@dssl.ru . You will receive your password within
24hrs,

BB139A2F 35A06DERCSD0B00CFD23EE34

User manual for TRASSIR IP cameras 147



TRASS]

T
@

Upgrading camera with IPC Manager

SUPPLEMENT F. IPC MANAGER
Firmware Upgrading menu.

@ = rmas

The IPC Manager utility lets you update the device firmware. To do this, open the

This menu lets you:
& Select all devices / Delete a device
|:| Select
Delete

¢ Set arange of IP addresses for update.

Add IPC
Starting TP | . ] |
Ending IF | . . .
Add IPC

Add Online IPC
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If you specify a starting IP address and click Add IPC button - only the specified IP address
will be added. If you specify a start and end IP addresses - the whole range of IP addresses
will be added.

¢ Upgrade device firmware

Firmware Upgrading

Upgrade File |

Browse

Press Browse to locate the firmware file and then press Upgrade to start the upgrading
process.

"Configurations” menu

Open the Configurations menu.

[ r———

L
-
| m] 1 172.16.13.13 TROZL2IR V6
O 2 172.16.13.14 TROTIRIE
| ] 3 172.16.13.15 TROTIZIR V6
O 4 172.16.15.16 TROTI2IRIVE
O 5 172.16.13.17 TROTI2IR V6
O 5 172.16.15.18 TROTIZIRIVG
O 7 172.16.12.19 TROTIZIRIVE
O L] 172.16.13.20 TROTIZIR V6
O N 172.16.13.54 TROTIZIRWVE
O 0 172.16.13.58 TRDZ12IREVE
O 1 172.16.13.62 TROZISZIRY
O 12 172.16.13. 105 TR-D232IWDIR4 imx327
O 13 172.16.13.107 PC-D2ISURIVZ
O 1 172.16.13.122 TROBI2IRV4
= 15 172.16.13.143 IPC-D232TWDZIRT i
A" i Ssiimy BSEEEE >

o Timing Erput The Configurations Modty Passuord
-,RASS"R‘ Manualy Y1200 12:00 M 5] Configurations Fie User Name admin
m [0 Device Time New Password
Erowse

Confirm Password

User Hame

Password

This menu lets you additional parameters of IP-camera:

¢ Setup date and time;

¢ Import the configurations files for the selected device;
¢ Change IP-camera password;
.

Save the camera configurations file.
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You can also:

(] select ALL

SUPPLEMENT F. IPC MANAGER

Refresh

Restore

1.

Reboot

Refresh —refresh the device list;

2. Restore —restore the camera settings to defaults;
3. Reboot —reboot IP-camera.

“Tools" menu

Open the Tools menu.

Open KMTool

The File Converter lets you convert video files from IP-camera SD card to MP4

rowse The Output Folder
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Select The Files — open path to source files.
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Browse The Output Folder — open path to the converted files.
Start Converting.

LI N

Stop Converting — stop the converting process.

The KMTool tab lets you activate analytics license.

NOTE.

A license file is required for activation. To request a license file for analytics on cameras, you
need to contact your manager.

There are three steps involved in activating the analytics license: collecting the necessary
information about the camera, transmitting this information, and loading the license.

1** step: Collecting the necessary information on camera:
1. Start IPC Manage and go to Tools section to Open KMTool tab.

2. In the opened window in Authorization block enter login and password to access

the camera.
TRASS]~=2 Trassir KMToel V0.2.9 build20210823
Key Management
ouptioiser [ ]
romzstre [
Check
Model file management
wthent on

[ selectall

3. The KMTool will search for devices in the local network. You can also search for
devices manually, by pressing Search device.

4. You can check the device state in the Status column:activated or deactivated.
Select one or several deices to activate, by checking the corresponding flags.
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5. Click Browse to specify the desired folder to save the device certificate file (the file
name must contain the MAC address in the following format
aa:bb:cc:dd:ee:ff.dat). Then click Download in Output folder block to save the
device certificate file in the selected folder.

2" step: Providing information to technical support:
1. Send the folder archive/device certificate file to your manager.

2. You will receive an email with a license file attached. It takes an average of 2-3
business days to process your request. In case of any difficulties, or long absence of
response, please contact technical support.

3" step: Uploading license for camera:
1. Click Browse in the Authorized Files block in Open KMTool tab.

2. Click the Upload button. After that the tool will automatically find the necessary
files on the devices and download them to the corresponding cameras.

3. Make sure that the license file was successfully added. Click Check: if the license file
is correct, the Status column will display Activated. If the Status column still shows
Authorization Error, contact the technical support.
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